Clyde ED to a Police K/L Division Information Disclosure Pathway

GDPR, Data Protection Act principles, Caldicott Principles and the Common Law duty of confidentiality help us decide
what information can be shared and with whom. Refer to page 2 of this document for clarifications on these principles.

When the Police phone up for medical update, we are unable to release information without us being able to confirm
their identity. We can however release the information by phoning them back using the designated numbers below.
This should prevent unnecessary travel to the Hospitals in person by the Police/CID for obtaining medical updates.

Does the request merit disclosure to
prevent or detect a crime, or
apprehend or prosecute an offender

Did the patient indicate a preference
or was it documented, to disclose the
information to Police?

Yes

Is the request under DPA Schedule
part 1(2)? (see page 2 of this
document)

Release the relevant information

In office working hours- Email the
scanned statement via ED Secretaries

Out of office hrs AND if it can’t wait till
the next working day, call Police back
on the number in the adjacent box
and provide medical update. The
medical update will be a brief one or
two sentence along the lines of
condition stable/ critical/ life
threatening/ admitted/ discharged/
fractures/ stitches and not a full
statement

Considering the Duty of
Confidentiality, should the
information be disclosed without
the patient’s cooperation/
consent?

LW

No

Decline the sharing of information
request

Uniform Sergeants Greenock — 01475 492554
Uniform Sergeants Renfrew — 0141 532 6158
Uniform Sergeants Paisley — 0141 532 5954
Uniform Sergeants Dumbarton — 0138 982 2066
CID Greenock — 01475 492676

CID Paisley/Renfrew - 0141 435 1011

CID Clydebank — 0141 532 3379

CID Dunoon —01369 763017

Child Abuse Investigation Unit — 0141 305 4630
Rape Investigation Unit — 0141 305 4640

Domestic Abuse Investigation Unit - 0141 305 4620
Case Management
RenfrewshirelnverclydeCaseMgmt@scotland.police.uk
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Guidance notes for information sharing between Clyde ED and Local Police Authorities

Common Law allows disclosure of confidential information if:

a) the patient consents

b) it is required by law, or in response to a court order

c) it is justified in the public interest.

The common law cannot be considered in isolation. Even if a disclosure of confidential information is permitted under
the common law, the disclosure must still satisfy the requirements of GDPR/Data Protection Act 2018.

General Data Protection Regulation (Articles 6 & 9) clarifiy,

6(1)(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of
official authority vested in the controller;

6 (1)(c) processing is necessary for compliance with a legal obligation to which the controller is subject; (court order)

6 (1)(d) processing is necessary in order to protect the vital interests of the data subject or of another natural person.
9 (2)(c) processing is necessary to protect the vital interests of the data subject or of another natural person where
the data subject is physically or legally incapable of giving consent;

9 (2)(g) processing is necessary for reasons of substantial public interest, on the basis of Union or Member State law
which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for
suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.

Preventing or detecting unlawful acts Data Protection Act 2018, Schedule 1, Part 2, 10

(1)This condition is met if the processing—

(a)is necessary for the purposes of the prevention or detection of an unlawful act,

(b)must be carried out without the consent of the data subject so as not to prejudice those purposes, & (c) is necessary
for reasons of substantial public interest.

(2) if the processing consists of the disclosure of personal data to a competent authority, or is carried out in preparation
for such disclosure, the condition in sub-paragraph (1) is met even if, when the processing is carried out, the controller
does not have an appropriate policy document in place.

(3)In this paragraph— “act” includes a failure to act; “competent authority” has the same meaning as in Part 3 of this
Act (see section 30).

Caldicott Principles

Principle 1 - Justify the purpose(s) for using confidential information

Principle 2 - Only use it when absolutely necessary

Principle 3 - Use the minimum that is required

Principle 4 - Access should be on a strict need-to-know basis

Principle 5 - Everyone must understand his or her responsibilities

Principle 6 - Understand and comply with the law

Principle 7 - The duty to share information can be as important as the duty to protect patient confidentiality
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